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Chapter 1: Overview

New Market Solutions has developed a powerful integration between the proxSafe Key Management System and
the LenelS2 OnGuard access control system to implement a cohesive security solution across a business.

With this integration, security administrators can assign access to assets such as weapons cabinets, vehicle keys,
or specific rooms, based on OnGuard clearance assignments, and then closely monitor the whereabouts of those
keys or assets through OnGuard. All proxSafe events are reported in the OnGuard journal like any other
hardware, giving operators a one-stop place to review important information related to lost or missing keys, in
order to quickly mitigate any security concerns.

This guide explains the proper installation, set-up and operating procedures to integrate the proxSafe solution
with OnGuard versions 7.4 or higher.

Key Features
e Manage physical key access to rooms, labs, radios, weapons, vehicles, lockers, and other assets

e Minimizes the number of misplaced or lost keys and assets

e Reduces cost of deploying electronic access control on every door
e Access assignment of each asset/group performed in OnGuard

e Multiple Cards can be assigned assets within cardholder record

e Arobust configuration applicable to manage the functionality of the integration

Known Limitations and Special Criteria

The following is a list of known limitations and special criteria for this integration.

e All named objects have a character limit in proxSafe. When these names exceed these limits, the Object
ID of the object will precede its name in proxSafe until all characters have been utilized

e All proxSafe assets schedules are populated into Commander with the schedule “Always”

New Market Solutions www.newmktsolutions.com 4
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Chapter 2: Installation

Requirements

e« OnGuard 7.4, or higher, must be previously installed

» User Credentials for OnGuard

¢ An OnGuard license with the “Partner Integration (IPC-031-DEISTO1-B)” license option from LenelS2
« Login credentials with Administrator access to the SQL Server instance used by Commander

» ODBC access to communicate with both SQL Servers

¢ In OnGuard, there must be a Logical Source name “proxSafe” configured. Refer to LenelS2 OpenAccess
documentation for OpenAccess requirements, configuration, and permissions within OnGuard

The following installation sequence assumes you have already installed Commander and OnGuard software
successfully. It is recommended that you ALWAYS make a backup of any SQL databases prior to performing any
installation.

The integrator must obtain the link to the NMSproxSafeOnGuard_Build_x.x.xxxx.xx.msi file from New Market
Solutions.

1. Right click or double-click on the.msi file and select Install.

3 | ] = | Downloads — e
Home Share View e

<« v ; » ThisPC » Downloads v O Search Downloads 2
MName Date modified Type Size
7 Quick access
= MNMSproxSafeOnGuard_Build_2.0.1202.21 ... 12/7/2021 %50 AM  Application 5486 KB

& This PC
J 3D Objects
[ Desktop
=/ Documents

‘ Downloads

New Market Solutions www.newmktsolutions.com 5
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The NMS proxSafe OnGuard Service Setup Wizard will start as shown below.

2. Click Next

r NMS proxSafe OnGuard Service Setup Wizard

Welcome to the NMS proxSafe OnGuard Service Setup
Wizard

The Setup Wizard will install NMS proxSafe OnGuard Service on your computer. Click
Text” to continue or "Cancel” to exit the Setup Wizard.

Mext > Cancel

3. Read and Accept the End-User License Agreement

@ MMS proxSafe OnGuard Service Setup Wizard

License agreement

not want to accept the New Market Solutions License Terms, dose this

To continue you must read and accept the terms of this agreement. If you do : :
window to cancel the installation.

END USER LICENSE AGREEMENT

IMPORTANT - READ CAREFULLY": THIS END-USER LICEMSE AGREEMENT ("EULA™)
15 A LEGAL AGREEMENT BETWEEN YOU ("LICENSEE"), AND NEW MARKET
SOLUTIONS, LLC FOR THE NEW MARKET SOLUTIONS, LLC SOFTVWARE
ACCOMPANYING THIS EULA, WHICH INCLUDES COMPUTER SOFTWARE AND KAY
INCLUDE MEDIA, PRINTED MATERIALS, AND "ON-LINE™ OR ELECTRONIC
DOCUMENTATION (COLLECTWELY, THE "SOFTWARE PRODUCT™). BY INSTALLING,
COPYING, OR OTHERWISE USING THE SOFTWARE PRODUCT, ¥OU AGREE TO BE
BOUND B% THE TERMS OF THIS EULA. IF ¥OU DO NOT AGREE TO THE TERMS OF
THIS EULA, DO NOT INSTALL, USE, DISTRIBUTE IN ANY MANNER,

OR REPLICATE IN ANY MANNER, ANY PART, FILE OR PORTION OF THE SOFTWARE

L

Accept Dedine

New Market Solutions www.newmktsolutions.com
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4. Select the destination for the installation and click Next (the default value provided is the recommended path)

— *
@ 1 MNMS proxSafe OnGuard Service Setup Wizard
Select installation folder
Folder:
C:'\Program Files (x86)\New Market Solutions\proxSafe OnGuard SE| | Browse...
Total space required on drive: 10 MB
Space available on drive: 255 GB
Remaining free space on drive: 255 GE
Next = Cancel
5. Click Install
X
@ r MMS proxSafe OnGuard Service Setup Wizard
Begin installation of NMS proxSafe OnGuard Service
Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”™, Click "Cancel” to exit the wizard.
E;Insiall | Cancel

New Market Solutions www.newmktsolutions.com 7
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6. Click Yes if presented with a User Account Control question as shown below

User Account Control *

Do you want to allow this app from an
unknown publisher to make changes to your
device?

C\Users\rloesher\Downloads
\NMSproxSafeOnGuard_Build_1.0.0616.21.m
si

Publisher: Unknown
File origin: Hard drive on this computer

Show more details

Yes Mo

7. Click Finish

r NM3 proxSafe OnGuard Service Setup Wizard

Thank you

MNMS proxSafe OnGuard Service has been successfully installed.

Finish

New Market Solutions www.newmktsolutions.com
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Uninstalling the NMS proxSafe OnGuard Service

1. Locate the NMS proxSafe OnGuard Service in Apps and Features and click Uninstall

Settings - O X
& Home Apps & features
| v 2 e, P | Microsoft VSS Writer for SQL Server 2019 1.91 MB
3/23/2021
Apps
LAl NMS proxSafe OnGuard Service 6.99 MB
=]
1% 12/7/2021
| = Apps & features 2.01202.21
i Default apps Modify Uninstall
] Apps for websites PEl OnGuard 8.0 472 GB
¥ 4/9/2021
= Startup
@l OnGuard Access Manager 10.1 MB
¥ 4/9/2021
WEf OnGuard Console 9.97 MB
I 4/9/2021

2. Click Yes when presented with the confirmation question as shown below

Programs and Features

I Are you sure you want to uninstall NMS proxSafe Integration?

O] in the future, do not show me this dialog box Yes

3. Click Yes if presented with a User Account Control question as shown below

User Account Control X

Do you want to allow this app from an
unknown publisher to make changes to your
device?

CAWINDOWS\Installer\b9b90b.msi

Publisher: Unknown
File origin: Hard drive on this computer

Show more details

Yes No

New Market Solutions www.newmktsolutions.com
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The following dialog will automatically close when the process is complete.

Windows Installer

_ | Preparing to remove...
5y

New Market Solutions www.newmktsolutions.com
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Chapter 3: Configuration

To configure the NMS proxSafe OnGuard Integration, navigate to “C\Program Files (x86)\New Market
Solutions\proxSafe OnGuard Service” and locate the “Configuration.exe” application.

Note: This is the default file path. If you designated a different path, then the file will be located at the path you
created.

1.

Double-click Configuration.exe

O Mame
bin
Logs
MNMS
MNMSLicense
Configuration.exe
H Configuration.exe.config
& Configuration.pdb
Migration.exe
Qf' Migration.exe.config
& Migration.pdb

|=| ReadMe.Txt

MNMS.proxSafe.OnGuard.Service.exe
Q{ MNMS.proxSafe.OnGuard.Service.exe.c..,
&1 NMS.proxSafe.OnGuard.Service.pdb

Date modified

File folder
File folder
File folder
File folder
Application
COMFIG File

Program Debug D...

Application
CONFIG File

Program Debug D...

Application

CONFIG File

Program Debug D...

Text Document

Size

164 KB
6 KB
S0 KB
57TKB
3KB
28KB
114 KB
6KB
110KB
TKB

2. On anewly installed system, you will be notified that there is “No valid NMS License found”. Click OK

Mo valid MMS5 License found.

The NMS proxSafe OnGuard Configuration utility is comprised of eight tabs which become visible incrementally
throughout the configuration process.

e General
e Llicensing

e Access Level Definition

e Field Mapping

e Alarms
e Segmentation
o keyTags

e keyTag Groups

New Market Solutions

www.newmktsolutions.com 11
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General
In the general tab, you will set the connection properties to connect the integration of Commander and OnGuard.

proxSafe Database

A
B
C.
D
E

Database Server - the SQL Server machine name (IP address) hosting the Commander Connect database
Database Name - the name of the Commander Database. By default, this value is “pscv3”

SQL Instance — used in a named instance of SQL Server

User Name - the User Name configured in dataCommEngine for SQL access

Password - the password for the entered User Name

Commander Web Service

F. Commander —the name of the server hosting the Commander Web Service

G. Port - this is the TCP/IP Port used by Commander

H. Secure Connection — check if using a secure connection

OnGuard

I.  Address — the server name or IP address of the OnGuard Server

J.  User Name — the OnGuard User Name configured for OpenAccess. Refer to OnGuard documentation for
more information on the OpenAccess User Name

K. Password —the OnGuard Password configured for OpenAccess. Refer to OnGuard documentation for more
information on the OpenAccess Password

L. ID/Domain —the OnGuard Directory configured for the OpenAccess User

M. Directory - select the Directory from OnGuard

Service Startup Control

N.
0.

Service Status — displays the state of the NMS Service. (Start and Stop will start and stop the service)

Execute Hardware Discovery — sends a command to the NMS service to look for any additional hardware
from Commander

[ NMS proxsafe OnGuard Canfiguration - O X
General Alams KeyTags KeyTag Groups Field Mapping  Access Level Defintion  Segmentation  Licensing
proxSafe Database OnGuard
Y oatasase Server | | ) s | |
E Database Name: | | User Name: | |
SaL Instance: | | L8 Passwon: | ‘
m User Name: | | 1D/Domain ‘\EH ‘
@ e [Fremeeeees | [ orector: | ~]
Disconnected Unknown Validate
Commander Web Service Service Startup Control
Commander: | | mSEwlce Status Start Stop

Pot: [ | [ Secue Comectionfg])

Disconnected Validate E Execute Hardware Discovery

New Market Solutions www.newmktsolutions.com 12
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Verifying the proxSafe Database connection

1. Enter the name of the proxSafe Database Server, Database Name, SQL Instance, User Name, and Password to
connect to the proxSafe database.

2. Click Connect

proxSafe Database
Database Server: | localhost

Database Name: |pscv3
Sd Instance: |
User Name :sa

Password: .ﬂttoiq.-'----.

Disconnected ﬁ Connect

prox Safe Database
Database Server: |Iuca|hnst

Database Mame: |pscv3

Sql Instance: |

User Mame: |sa

Password: | ..............

Cornected W Connect

New Market Solutions www.newmktsolutions.com 13
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Verifying Commander Web Service connection

1. Enter the name (or IP address) of the server hosting the Commander service, and the Port number being
used

2. Click Validate

Commander Web Service

Commander: |I::uca|hcust|

Port: [] Secure Connection

Disconnected Validate

A successful connection will be indicated by the word “Connected” displayed in green.

Commander Web Service
Commander: |locakhost

Pord: |803%5 [] Secure Connection

New Market Solutions www.newmktsolutions.com 14
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Verifying OnGuard connection

1. Enter the Server Name (or IP address) of the server hosting OnGuard, the User Name and Password to an
admin account for OnGuard, and the ID/Domain and Directory (Directories can be selected from the
Directory Combobox)

2. Click Validate
OnGuard

Address: |LENELE~'I]'[I'

|ser Mame: |Fu:|ministratnr

Password:
|0/ Domain: |id1
Directory: | B v

Disconnected q Validate

A successful connection will be indicated by the word “Connected” displayed in green.

OnGuard

Address: |LENELE'I]-[I'

Iser Mame: |.A.|:.|rninistratur

|0 Diomain: |i|:|1

|
|
Passwaord: | |
|
|

Directaory: |N|"-"|5 v

Connected L ——

New Market Solutions www.newmktsolutions.com 15
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Licensing
To license your integration, you must generate then send a system file to support@newmktsolutions.com. This

information is used to generate a system specific license for use with the NMS integration. This file is generated
from within the configuration application.

1. Go to the Licensing tab and enter the Customer’s name in the Customer Name field

|__1 MBAS proaSafe OnGuard Confiquration - m] =

General LUceang  Access Lewel Defintion  Feld Mapping  Alams  Segmentation  KeyTags ey Tag Geoups

Cuslomer Name

# [ Corpery i —
Klachire 1D
C4rDT-TAZFY3- 1B TPIS5-THKS®OT

554 Expration Date
Licerss Type
Expration Date

Mumber of Alowed Asasta

[ M8 pecarSafe OnGuard Corfiguraticn o =] 4

General Lcersng  Apcess Level Defintion  Feld Mapping  Alams  Segmentaton KeyTags  KeyTag Groups

Cuslomer Name

e ; — h
kelachire ID

CAXYDT-TZ9Y 3 18TRISS- THESX0T

S5A Expration Date
LicerseType
Expration Date

Mumber of Abowed Asssts

New Market Solutions www.newmktsolutions.com 16
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A “Browse For Folder” dialog box will be displayed. Choose a folder to save this file to and click OK.

Browse For Folder 4

_ Desktop

a Administrator

= This PC

'+ Libraries

= DVD Drive (D:)

cF Metwork

Control Panel

lal Recycle Bin
EwventSubscriber
OnGuard_License_Server_Patch_for_8.0.379

.

Make Mew Folder Cancel

support@newmktsolutions.com

When you receive your license file in return, click Update License in the Licensing tab
|__'] MBS proaSafe OnGuard Configuration - =] =

General Licersng  Access Level Defindion  Feld Mapping  Alams  Segmentation  KeyTags  KeyTag Groups

Customer Name
| My Company | Geranale

klgiharee 1D
CAXYDT-TIZ37 1B TRIS5- THKSXT e

SSA Expration Date

LicerssType
Expration Dale

umber of Abowisd Asssts

New Market Solutions www.newmktsolutions.com
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6. Select your new license file and click Open

[ Open X

“~ S ‘ » ThisPC » Downloads v Search Downloads 2

Organize = New folder =~ O @

MName Date modified Type Size

» 3k Quick access
D HLTRET-409B1Y-14RKTXH-UXNOVM.lic 5/20/2021 9:31 AM LI File 5 KB

v E ThisPC
> _J 3D Objects
> [ Desktop
> Documents
> b Downloads
> J5 Music
> [&] Pictures
> m Videos
. Local Disk (C)
= DS (\\NMS-SERVER!

W

v

> |_ﬂv MNetwork

File name: | HLTRAT-409B1Y-14RKTXH-UXNQVM.lic v| [l files (~ic) v]

ﬁ | Open | | Cancel |

[ Mmas prexsate OnGusrd Configuration = o Ed

General Loensng  Access Level Defirdion  Fasld Mapping  Aarms  Segmentation  KayTage  KayTag Groups

Customer Name
My Compam]| Genente

Machine D
CAXYDT7-F0ZIYE- 1 BTPJES-THKS )T

i P Bla i
(33202 a
License Type

|Pemanent

Esparation Date:

[ |

Number of Alowed Assels
[ Uiz

New Market Solutions www.newmktsolutions.com
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Access Level Definition

Every keyTag/keyTag Group is brought into OnGuard as an access level. The prefix/postfix Name is appended to
the names received from Commander when entered into OnGuard. Note: Refer to OnGuard documentation for
character limits for Access Level names.

The fields within the Access Level Definition tab are described below.

keyTag — the prefix/postfix to be appended to the proxSafe keyTag name

A
B. keyTag group — the prefix/postfix to be appended to the proxSafe keyTag Group name
C. prefix or postfix — whether the names will be prefix or postfix

D

Add terminal name — check this if the Terminal name is to be added to the keyTag names

MNMS proxSafe OnGuard Configuration

General Alams KeyTags KeyTag Groups Field Mapping Access Level Definition  Segmertation  Licensing

B

prefix postfix

Change

H
Genecsl  Licensing Access Lewel Defrition  fleid Mapping  Alsers  Segmertation  KeyTags ey Tag Groups
Acoess Lewel Hame
oy Tag

iy Tag groups g

Craracien e B el () posthe

Ao el nares: [

New Market Solutions www.newmktsolutions.com 19
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Field Mapping

Each field mapping field is optional. If configured, this information will populate into the cardholder’s record in
Commander. The User Filter is used to create a designation in OnGuard to specify if this user has any access in
Commander. Note: User Filter requires a User-defined Field in OnGuard named “TERMINLAUSER” of type “Drop-
Down List” with a value of “yes”. For information on how to create a user-defined field in OnGuard, refer to
OnGuard documentation.

The fields within the Field Mapping tab are described below.

A. Email address — standard OnGuard Cardholder value to be assigned to the proxSafe User E-Mail address field

B. Landline number - standard OnGuard Cardholder value to be assigned to the proxSafe User Landline
number field

C. Mobile phone number — standard OnGuard Cardholder value to be assigned to the proxSafe Mobile phone
number field

D. Department —standard OnGuard Cardholder value to be assigned to the proxSafe User Department field
E. Badge ID —select whether to use OnGuard Badge or Cardholder ID as Card Number in Commander Connect

F. Filter User — check this to use the “User Filter” option. Requires a User Defined Field in OnGuard Named
"TERMINALUSER" of type "Drop-Down List" with a value of "Yes"

G. Terminal User Value - if Filter User is checked, the Terminal User Value is stored here.
[*] NMS proxSafe OnGuard Configuration - O b4

General Mams KeyTags KeyTagGroups Field Mapping  Access Level Definition  Segmentation  Licensing

E-mail address: \

E Landline number: ~

Mobile phone number: w

m Department: w
Cardnumber

Cardnumber: (® Badge ID (O Cardholder ID

User Filter

Requires a User Defined Feld in OnGuard Named "TERMINALUSER™ of type "Drop-Down List™ with a value of "Yes™

[ Fiter User
Terminal User Value: l:l

Get Value

New Market Solutions www.newmktsolutions.com 20
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Alarms

The Alarms tab gives the users the option to select what alarms from Commander will be sent to OnGuard. By

default, all alarms are selected.

1.

When integrating to a segmented system, you must select the Use Segments option and then click Load Segments.

Review the alarms list and remove (uncheck the IsAlarm box) any alarms you do not want populated into

OnGuard

IE‘ MNMS proxSafe OnGuard Configuration

General Alams  KeyTags KeyTag Groups  Field Mapping  Access Level Definiion  Segmentation  Licensing

EventlD

20002
20005
20006
20004
20003
10000
10004
30008
30011
80009
30010
80007
40006
3

30510
a1

42

Name IsAlam

access refused blacklist

access refused dooraccess
access refused timeout

access refused timeprofile

access refused validity
AccessGranted AtEntry
AccessGranted At Exit
AccessRefused_AticleGroupCredit
AccessRefused_InvalidUser
AccessRefused_MoAdicleAvailable
AccessRefused_Unknown User
AccessRefused_UserGroupCredit
AccountingEmor

Aam cancelled

MarmReset

Alcohol test failed

Alcohol test not performed

BB E R E AR R R E A EDRDEEE]

If you are not using a Segmented system, move onto the next section.

For each Terminal in Commander, a segment must be applied. The contents of these terminals will then be

brought in as access levels in the specified segment.

1.

Choose an OnGuard segment for each Terminal configured in Commander

[*] NMS proxSafe OnGuard Configuration

General Alams  KeyTags KeyTag Groups Field Mapping  Access Level Definiion  Segmentation  Licensing

Segments

Use Segments Load Segments

d—

Segment Mapping

Teminal
Roaming keyTags
NMS Office Terminal

Segment

Default Segment
Segment 1

New Market Solutions

www.newmktsolutions.com
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keyTags
The keyTag tab is used to determine what keyTags will be populated into OnGuard. Organized by Terminal, you can
specify which keyTags will be created as an access level in OnGuard.

1. To send all keyTags to OnGuard, select All

E MNMS proxSafe OnGuard Configuration

General Alams KeyTags KeyTag Groups Field Mapping  Access Level Definition  Segmentation  Licensing

Sync keyTags: [ Al h

Terminal: | v |

E NMS proxSafe OnGuard Configuration — ] b'e
General Licensing Access Level Defintion Field Mapping Alams Segmentation KeyTags KeyTag Groups

SynckeyTags: [ Al

Teminal: [ ~]

3. Select the “Sync” check box next to the keyTag to be synced with OnGuard. This must be done for each
Terminal on which there are keyTags to be synced.

[ NMS proxSafe OnGuard Configuration - O *
General Alams  KeyTags  KeyTag Groups  Field Mapping  Access Level Definition  Segmentation  Licensing

Sync keyTags: 1 A

Teminal [NMS Ofice Teminal ~|

NAME Sync A
»

003 PATTEE

005 NICHOLSON
006 WULLING
008 BURTON

010 WESBROOK
011 ARMORY
017 JONES

019 CHILD DEVEL

Ooooooooo

New Market Solutions www.newmktsolutions.com 22
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keyTag Groups

The keyTag Group tab is used to determine what keyTag Groups will be populated into OnGuard. Here you will
specify which keyTag Groups will be created as an access level in OnGuard.

1. To send all keyTag Groups to OnGuard, select All

E' MMS proxSafe OnGuard Configuration

General Mams KeyTags KeyTag Groups  Field Mapping  Access Level Definition  Segmentation  Licensing

Syne keyTag groups: Al h

| MName ~  Sync

] MMS proxsafe OnGuard Configuration - O *
General  Licerang  Access Level Defindion  Feld Mapping  Alams Segmentabion  BeyTaga  FeyTag Groups

Syne ey Tag goups: ] A

Hame Tprc -
»

UH - Cortral Tis-Towsers Al Heyn

UH - Wiest Assistant [irector

UCE - Td Terwer Borwen, Metcall and Carol RD

UH - West ERA A Keys

UH - West LEE All Keys

UH - West SUL Al Keys

HH . Fasdeal TRTE 2 Koo

JjoojooOoo®
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Starting the service

1. Once all of the tabs have been configured correctly, close the NMS proxSafe OnGuard Configuration window
by clicking the “X” in the top right corner.

2. Go to Services and locate “NMS proxSafe OnGuard Service”

3. Right-click on this and select Properties

4 Services - O *
File Action View Help
o FEBo HE venw

MName Description Status Startup Type Log On As L

M5 proxSafe OnGuard Service S Semvi.. Local Syste...

155 NVIDIA Display Driver Service Start ides syste..  Running  Automatic Local Syste..,
-&) MVIDIA Stereoscopic 3D Driver 5¢ Stop ides syste..  Running  Automatic Local Syste...
-&')_;NVIDIA WMI Provider Pause ides WMI ... Running  Automatic Local Syste...
»&:)_;Office Source Engine Roanne < installati... Manual Local Syste...
»&I)_;Ofﬂine Files Restort Offline Fil... Manual (Trig... Local Syste...
5} OpenSSH Authentication Agent nt to hold ... Dizabled Local Syste...
G}, Optimize drives All Tasks > psthe com... Manual Local Syste...
\Q:)_;Parental Controls Refresh rces paren... Manual Local 5yste...
5} Payments and NFC/SE Manager ages pay.. Running  Manual (Trig... Local Service
Q};Peer Mame Resolution Protocol Properties Manual Local Service
J.;:)_;Peer Metworking Grouping - bles multi-... Manual Local Service
5} Peer Networking |dentity Manag P ides identi... Manual Local Service
Q}_;Performance Counter DLL Host Enables remot... Manual Local Service
Q}_;Performance Logs & Alerts Performance L... Manual Local Service
\‘.;I)_;Phone Service Manages the t... Manual (Trig... Local Service
\‘.;I)_;Plug and Play Enables a com.. Running Manual Local Syste...
\‘.;I)_;PNRP Machine Mame Publication Service This service pu... Manual Local Service
Q}_;Por‘table Device Enumerator Service Enforces grou... Manual (Trig...  Local Syste...

4. Inthe Log On tab, choose “This account” and enter the credentials of an Administrator account in OnGuard
5. Click Apply

MMS proxSafe OnGuard Service Properties (Local Computer) X

General LogOn  Recovery Dependencies

Log on as:

(0 Local System accourt
Allow service to interact with desktop

(®) This account: |OnGuard_!admin | Browse..
Password |............... |
Conrfirm password: |............... |

Cancel | [ somy
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6. Right-click on the service and select Start

L Services _ O
File Action View Help
e FEC= HE »onmp

Mame Description Status Startup Type Log On As
NMS proxSafe OnGuard Service Start Local Syste...

55 NVIDIA Display Driver Service .. Running Automatic Local Syste...
-&) NVIDIA Sterecscopic 3D Driver Service Stop .. Running Automatic Local Syste...

Y rovider z unnin utomatic ocal Syste...
SENVIDIA WM Provid Pause | R g A Local Sy

% Office Source Engine lesurmne ti... anua ocal Syste...
i Office S Eng R M | Local Sy
-E;_’;Ofﬂine Files Restart l... Manual (Trig... Local Syste...

. Open uthentication Agent isable ocal Syste...
5L OpenSSH Auth Ag Disabled Local Sy
Q;Optimize drives HLEE > e Manual Local Syste...

-4-. arental Contrals M anua ocal Syste..
P Ic | Refresh Manual Local Sy
-.,’j:q‘;Payments and MFC/SE Manager ...  Running  Manual (Trig... Local Service
-.E:q‘;Peer Mame Resclution Protocol Lipeites fl... Manual Local Service

% Peer Networking Groupin - e anua ocal Service
EhPeer N king Grouping Help M | Local S

% Peer Networking Identi anager e raerti, anua ocal Service
GhPeer N king Identity Manag M | Local S

-‘~. erformance Counter ost nables remaot... anua ocal Service
& Perf C DLL H Enabl M | Local S
€4 Performance Logs 8 Alerts Performance L., Manual Local Service

& g
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Chapter 4: Operations

Each keyTag and keyTag group configured for OnGuard will be created as its own Access Level in OnGuard. The
keyTag prefix (or postfix) is used as a quick identifier to find the Access Levels that pertain to Commander rather
than any other Access Level.

In the below screenshot, you can see keyTags (prefix KT ) and keyTag Groups (prefix KTG_).

% Systern Administration - Administrator Administrator - [Access Levels] — Oa X

E B Application  Edit  Miew Administration Access Control  Mgnitoring  Video  Additional Hardware .
H . = s
: Logical Access  Window Help

Access Levels  Elevator Control ~ Access Groups  Pemission Profiles

Access Level 2

BB kt_MNewKT
[ kt_proxSafe Locker No. 01
8o kt_Radio 1 Access  fArea Permissions (Intrusion)  User Commands  Extended Options

[ kt_RenamedKeytag =
BB kt_ServerRoom Readers Tirmezone/Elevator Ctrl

Name: |kt_Demao Key for al

Name an LCD:

B8 kt_ServerRoom2

B8 kt_ServerRoom3

B8 kt_ServerRoomd

BB kt_ServerRoom:10

8o kt_ServerRooma

B kt_Taylor'sR

BB kt_Ted'sKeyTag

BBkt The RV Keys

BB kt_White/Silverke:
Bokt_Zach's

BB ktg_& | Will Always

[ ktg_All proxSafe Lo

B ktg_Billy's Ke

BB ktg_Billy's KeyTag Group
B ktg_Door Group 3

B ktg_mix of keytag a v <
£ >

Add Madify Delete Help. .. 1 of 59 selected
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To grant a user access to a terminal/keyTag, assign them a Commander Access Level

B Application Edit View Cardholder Administration Access Control Menitoring  Video  Additional Hardware  Logical Access  Window  Help

-3 X

% Cacholder % CAC Persornel 2] Badge B AccessLevels [§Z] Authorized Credential [ 15 Authorization Fepoits

Mame [Last, Filst, Kubn Billy

SocSect .. Badge Twpe |Errployes Badge

Show levels for badge |0 [issue code)

10291964 (0] ~ [[] Show inactive badges
Access Levels Activate  Deactivate  Intugion Authority  Assignment Type  Seament
¥ let_kenT agCo122:30: Standard Diefault Segment

Mo Last Access

Badge D lzsue Cd. Prints
10251364 1] 1]
Activate Deactivate

m 117842021 114842026

B. Selected badge ID - the credential information that will be sent to Commander tied to user

C. Access Levels - any Access Level assigned to the record will grant that new user access to the specified

keyTag/keyTag Group with the specified credential

D. Activate/Deactivate - badge activation and deactivation date sent to Commander
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27


http://www.newmktsolutions.com/

Chapter 5: Support

If you need support and have a current, valid Software Support Agreement (SSA), please contact
New Market Solutions in one of the following ways:

Request support online

Send us an email

Visit our website
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