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1. Introduction

A “role” in C-:CURE 9000 is a combination of privileges and application layouts authorized for
that individual. After an individual logs onto a CeCURE 9000 client workstation, the NMS Role
Assignment application allows an operator to select/change the specific Role he/she will
perform, providing flexibility and time-savings when an operator’s role changes frequently.

This documents provides instructions for:

e |nstalling the NMS Role Assignment app on the C-CURE Server and SQL server
e (Creating and/or Removing a Role

e Installing the NMS Role Assignment Service on a CeCURE client workstation

e Selecting a Role when logging onto a CeCURE client workstation

[Convention: Select = Left Mouse Click]

2. Installing the NMS Role Assignment Server

Download the “NMS Role Assignment Server Setup” program and double click on the desktop icon.
When the program opens, the dialog box shown in Figure 1 is displayed.

NMS Role Assignment 3
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NMS Role Assignment Server - InstallShield Wizard

Preparing to Install...

NMS Role Assignment Server Setup is preparing the InstallShield
Wizard, which will guide you through the program setup process.
Please wait.

Configuring Windows Installer

Figure 1

When the dialog box shown in Figure 2 is displayed, select “Next”.

& NMS Role Assignment Server - InstallShield Wizard ﬂ

Welcome to the InstallShield Wizard for
NMS Role Assignment Server

The InstallShield(R) Wizard will allow you to modify, repair, or
remove NMS Role Assignment Server. To continue, click Next.

< Back i Next > ; | Cancel

Figure 2
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After reading the “End User License Agreement”, accept and select “Next” (Figure 3).

& NMS Role Assignment Server - InstallShield Wizard ﬂ

License Agreement

Please read the following license agreement carefully.

END USER LICENSE AGREEMENT ~

IMPORTANT - READ CAREFULLY: THIS END-USER LICENSE AGREEMENT ("EULA") IS A
LEGAL AGREEMENT BETWEEN YOU ("LICENSEE"), AND NEW MARKET SOLUTIONS, LLC
FOR THE NEW MARKET SOLUTIONS, LLC SOFTWARE ACCOMPANYING THIS EULA, WHICH
INCLUDES COMPUTER SOFTWARE AND MAY INCLUDE MEDIA, PRINTED MATERIALS, AND
"ON-LINE" OR ELECTRONIC DOCUMENTATION (COLLECTIVELY, THE "SOFTWARE
PRODUCT"). BY INSTALLING, COPYING, OR OTHERWISE USING THE SOFTWARE
PRODUCT, YOU AGREE TO BE BOUND BY THE TERMS OF THIS EULA. IF YOU DO NOT
AGREE TO THE TERMS OF THIS EULA, DO NOT INSTALL, USE, DISTRIBUTE IN ANY
MANNER,

OR REPLICATE IN ANY MANNER, ANY PART, FILE OR PORTION OF THE SOFTWARE
PRODUCT. v

()11 accept the terms in the license agreement Print

()1 do not accept the terms in the license agreement

InstallShield

Figure 3
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Select the “Destination Folder”, then select “Next” (Figure 4)

' Install NMS Role Assignment Server to:
C:\Program Files (x86)\Mew Market Solutions\R.ole Assignment
Server),

Installshield

Figure 4

When the dialog box shown in Figure 5 is displayed, select “Install”.

5, NMS Rale Assignment Server - InstallShield Wizard £

Ready to Install the Program
The wizard is ready to begin installation,

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Current Settings:

Setup Type:
Typical
Destination Folder:

C:\Program Files (x86) \Mew Market Solutions\Role Assignment Server)

User Information:
Name: Microsoft Corporation

Company: M5

Instalshield

[ <Bak || @mstl || Cancel

Figure 5

NMS Role Assignment
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If the dialog box shown in Figure 6 is displayed, select “Yes”.

Program name:  CAUsers\lou\AppData\Local\Downloaded
Installations\{323A6360-6620-4528-9875-FAFT...\Role
Assignment Server.msi

Publisher: Unknown
File origin: Hard drive on this computer

(V) Show details

Change when these notifications appear

Figure 6

Select “Next” when all files are copied (Figure 7).

@ NMS Role Assignment Server - InstallShield Wizard — &

Installing NMS Role Assignment Server
The program features you selected are being installed.

Please wait while the InstallShield Wizard installs NMS Role Assignment Server.
This may take several minutes.

Status:
Copying new files

InstallShield

< Back Next >

Figure 7
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When the dialog box in Figure 8 is displayed, select “Finish”.

i NMS Role Assignment Server - InstallShield Wizard

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed NMS Role
Assignment Server. Click Finish to exit the wizard.

< Back Cancel

Figure 8

NMS Role Assignment
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3. Installing the NMS Role Assignment Database on the SQL Server

Launch “SQL Server Management Studio” and select “Connect” when the dialog box in Figure 9 is

displayed.
@l Connect to Server E3)
\gbw
~~ SQL Server 2012
Server ype: |Database Engine 'v|
Server name: INMSCCURE] ¥|
Authentication: | Windows Authentication v |
NMSCCUREou
Cormect || Cancel || Hep || Options>> |
Figure 9

When the dialog box in Figure 10 is displayed, click on “Open File” in the Menu Bar and navigate to
“[Drive Letter:]\Program Files (x86)\New Market Solutions\Role Assignment Server\Database”.

File

«cﬂ'_]'

Open File (Ctrl+0)

Edit View Debug Tools Window Help

d ﬂ-| ::3_ New Query EEIL& ;-

B

"

Y s SURFACEOT\SOLEXPRESS (SO Sen
= 3 Databases

[ [ System Databases
@ 1 ACVSAudit

@ |J ACVSBIRS

® LJ ACVSCore

# [J ACVSJaurnal

@ [l ParcannalRanliratinn

Figure 10

T
. \
i | H =i
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Click on “Role Assignment.sql,” then select “Open” (Figure 11).

a_f\ L | . « Program Files (x86) » New Market Solutions » Role Assignment Server » Database v C,| { Search Database -l 1

Organize v  New folder = ~ 1 @

4 |l. Program Files (xB6) A O Mame Date modified Type Size
4. Common Files A . R -
|2 RoleAssignment.sql 4722015 724 PM Microsoft 5QL Ser... 8KB
I Internet Explorer
L. Microsoft Analysis Services
1. Microsoft Office
1. Microsoft SDKs
L Microsoft SQL Server
1. Microsoft 5QL Server Compact Edition
L. Microsoft Sync Framework
L Microsoft Visual Studio 10.0
| Microseft.NET
L. MSBuild
. New Market Sclutions
4 | Role Assignment Server
b 4. Client

|. Database

L en-US
P | Reference Assemblies v

AT T T VYU VT TV T T O

File name: v| [ Files ) v|

o M [ oo |

Figure 11

When the window in Figure 12 is displayed, select “Execute”.

cSdd|

T ‘ master -

Object Explorer r*aAssignment.sql...RFACEm\Billy 53) x

ﬂ!ﬁ n ?Eg hSE [master]

[ NMS-SURFACEDT\SQLEXPRESS (SQL Sen & i
e Detabises CREATE DATABASE [NMSRoleAssignment]
TN GO
[ (3 System Databases 2
& [ ACVSAdit ggE [MSRoleAssignment]
B li' LIRS [rExEEX gbject: Table [dbo].[Role] Script Date: ©89/18/2814 9:27:12 AM *#&xx)
GE W ALV e SET ANST_NULLS ON
23] l:l ACVSJournal G0
B W PersonnelRaplication SET QUOTED_IDENTIFIER ON
L SWHSystemAudit 60
& [ SWHSystamJoumal SICREATE TABLE [dbo].[Role](
£33 Security [ObjectID] [int] IDENTITY(1,1) NOT NULL,
1 3 Server Objects [Mame] [nvarchar](5@) NOT NULL,
& 3 Replication [Description] [nvarchar](max) NULL,
& 3 Management CONSTRAINT [PK_Role] PRIMARY KEY CLUSTERED

(
[ObjectID] ASC
JWITH (PAD_INDEX - OFF, STATISTICS_NORECOMPUTE = OFF, IGNORE_DUP_KEY = OFF, ALL]
) ON [PRIMARY] TEXTIMAGE ON [PRIMARY]
6o
fEERER® Ohdect- Table [dbol [Rolel avoutPair] Scrint Date: @9/18/2014 9:27-1

Figure 12

NMS Role Assignment 10
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After the “Role Assignment Database” has been created, the window shown in Figure 13 will be
displayed.

Benute b Debug W o 30 & |37 us A =2 =

RoleAssignmentsql..RFACEOT\Blly (53)) _

USE [master]

G0

CREATE DATABASE [NMSRoleAssignment]

GO

USE [NMSRoleAssignment]

GO

[rEERRX Ohject: Table [dba].[Rele] Script Date: 89/18/2014 §:27:12 AM **®&xk)

SET ANSI_NULLS ON

GO

SET QUOTED_IDENTIFIER ON

G0

EICREATE TABLE [dbo].[Role](

[ObjectID] [int] IDENTITY(1,1) MOT NULL,
[Name] [nvarchar](5@) NOT NULL,
[Description] [nvarchar](max) NULL,

CONSTRAINT [PK_Role] PRIMARY KEY CLUSTERED

{

[ObjectID] ASC
100% ~ <

E; Messages

Command(s) completed successfully.

Figure 13

Open “File Explorer” and navigate to “Client,” then navigate to “wwwroot” (Figure 14).

Client

5] oo by =

o so
by
'
€ - » ThisPC » Windows (C) » Program Files (xB6) » New Market Solutions + Role Assignment Senver » Client wi Gl »
v Rou'nmgnEml
Titem 1 e selacted =
[ wwwroot -0
e o
| x T4 Mew rem = v B Hl setect ai
- “-‘ 4 Earsy access = of Edt Sthect none
M Celete toaw srepre n
v i T i veory | G wert selection
o+
) = 7 b v ThSPC » Windows(C) » inetpub » wwwroat vty »
Mame Date modi?
b aspret_cliern
B iis-85.0n9
iisstarthtm
3 items =

Figure 14

NMS Role Assignment 11
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Select “Role Assignment” from the “Client” window and paste into the “wwwroot” window as
shown in Figure 15.

Client -0

1 o
|
® | e
<
€ < 1 b v ThsPC » Windows (C) » Program Files (186) * New Market Solutions » Role Assignment Server » Chient bl ] 2
) J. RoleAssignment
Titem 1 iem selected =
vewwroot - o IEl
= Bl ope
N =0 | i
| Gz P a2 4
Copy Mow Copy  Dete Feeame  Mew Froparties
g : [ toider . Had
21
« < ko ThisPC + Windows(C) » inetpub ¢ wwewroot v
b aspnet_client
+ | RoleAssignment
[ fis-B5.0ng
isstarthim
Aiems 1 e selected = =

Figure 15

Quick Tip

e The location of ‘wwwroot’ is
dictated by the system settings

NMS Role Assignment 12
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Launch “Information Services Manager” (Figure 16) and expand the tree until the “Role Assignment”
folder is displayed. Click on the “Role Assignment” folder to display the “Role Assignment Home”

window (Figure 17). If the dialog box in Figure 18 is displayed, select “Yes”.

t-93 NMSCCURE (NMSCCUREou (05 -
o connccbons Connection tasks
MName Sarver Connect to localhost 115 News and Information
S NMSCCURE lecathast Connect to a server... 115 Downloads
Connect to a site... 115 Forums
Connect 1o an appheation... TechMet
MSDN
ASP.NET News
Mcroseft Web Platform
<| [ 3
/

115 News is desabled, click the Enable HIS News fink to get the most recent anlfine news.

Figure 16

| » NMSCCURE » Sites » Default Web Site » RoleAssignment »

) " leAssi H
Q-2 I8 | || RoleAssignment Home e
y g:&:& (NMsccuRnvod | = ¥ Go - Show All | Groupby: Area - | e P
2 Application Pools ns - . Manage Folder £
4 4] Saes o iz 3 = i | Browse Folder
4@ Default Web Site o & 3 m '@ L] 'q‘a | E [®] Brovwse *:20 (hitp)
b (F CCureS000WebClig a5P Authentic.. Authorizat... <Gl Compression  Diefault Diwectory  Emor Pages Failed | Browse :£43 Mhitps)
» [ Rotehmsarament Rules Document  Browsing Request Tre... =
. 4 i, Lol | : (25 e B
# g € 2F B 2 Mo o & Gt el
Handler HTTP HTTP  IPAddress  Logging MIMETypes Modules  Output  Request
Mappings  Redirect Respon...  and Doma... Caching Filtesing
SSL Settings
Management &
Configurat...
Editar
71 | ,f ] Features View |i.; Content View
Ready b B

NMS Role Assignment
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115} i_[__l_'jsmmv-ew i, Content View

<] "

Figure 17
L Services (1IS) Manag == = |
© ) [ wscoome » IL LA S
Eile  Yiew Help
@ uzia . @) NMSCCURE Home View Application Poots
&y Start Page cwos 3 B Wiew Sites
495 NMSCCURE (NMSCCUREVow | 0" B - WaShowal | Srvp by At 2] Change NET Framework
L Application Pools ] - Version
b @) Sites @ E @ Get New Web Platform
= [ Campanents
asp Authentic, @ Hep B
o = Do you want to get started with Microseft Web Platform to stay connected - Clallon Ehes
@ [ with test Web Platform Components? =
FastCGl Handler IME Types
Settings  Mappingsfl :
2 ["] Do not show this message.
e r
.:ﬂ # Yes ] [ o | | cancel
Modules  Output
Caching
Management -
K I
Configurat..  Feature Shared
Edwtor Delegation  Configurat...

Figure 18

Right click on the “Role Assignment” folder and select “Convert to Application” as shown in Figure 19.

1 ¥ NMS-SURFACEOT * Sites » Default Web Site

File View Help

2 __ Role
43 NMS-SURFACEQ1 (NMS-SURFACEOT\Billy) Fitter:
[ Application Poals _
b p B ASP.INET
<& Sites
46 Default Web Site E&
| aspnet_client NET
1 {21 Rel = =" @
. Explore thorizati... C
Edit Permissions...
2 Copyert to Application ages and
2 AcIa!Applicaticn‘.. Zontrals.
1 Add Virtual Directory.. s
Manage Folder 3 @
i@ Refresh A‘;j’ P
2 Switch to Content View
3
#"J
Qutput
Carhina

Figure 19

NMS Role Assignment
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When the dialog box in Figure 20 is displayed, select”OK”".

Add Application

Site name: Default Web Site:

UseErRGUIDE Y

2 IEN

Path: i
Alias: Application pool:
RoleAssignment] | !DefaultAppPQOI
Example: sales
Physical path:

|Cinetpub\wwwroot\RoleAssignment

Pass-through authentication

Test Settings.. ‘

Connect as... ‘

["] Enable Preload

Select...

| g | Cancel

Figure 20

The “Role Assignment” folder icon will change to an application icon when complete (Figure 21).

» NMSCCURE » Sites » Default Web Site » Rolefasignment »

[ 9 /RoleAssignment Home

B Explore

E - - FE~ Edit Permissions...
493 NMSCCURE (NMSCCURE\low s s W NSO T e & 8 Basic Sett
3 Application Poaks I = ~ || B8 Basicsetings..
4 ) Sites y 2 4 == View Virtus! Directonies
fo Default Web Site 02 5% ] o ﬂ o E‘E [&] % e
b (P CCueSD00WebCli a5p Authentic... Authorizat... (] Compression  Default Directory  Error Pages Failed Manage Application
1 | ¥ RoleAsgnment| | Rules Document  Browsing Request Tra.. Browse Application
- ) 1 = A 3 oy 2y @] Browse “:20 (http)
#1_’ .I'-‘L “’i‘ %‘ ﬁ J’F ‘ﬂ F’ g: [ Browse 1243 (https)
ey Wk (e WEa, THTA AT N 0NN bmmcndSdton S
® Hep
a Online Help
S5L Settings
Management -
Configurat...
Editor
<] W [ 15} |5 Features View |1 Content View =
Ready h B
Figure 21
Exit “Internet Information Services Manager” and close the “wwwroot” window.
16
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4. Installing the Role Assignment Application on the CeCURE Server

In the “Client” window, click on “Role Assignment Server” to display the window shown in Figure 22.

[ Preview pane G Extra tange icons &) Large icans I () Gemup by = [ ttem check boves =
S [Woetails pane 38 Mediumicons 5§ Small icons ded [ File name extensions =
i — TP R L e
[ i
€ - 4 X Program Files (x86) » Mew Market Solutions » Role Azsignment Server ¥ | [ Seach Role dssignment Server B |

Ji Client i Newhkts R o i exe.config 4 Sl CrossFire.CE
|, Darabase N R Cbjacte.dil 1% SoftwareHeuse. CrossFire.Ce |
4o en-US % NewMitSolutions ReleAssignment. Remaoting.dil % snnwadmge.cms;rucé
) ActiveReports. Chart.dn [ NewMktSolutions Relea Sarvar.mm 4 SoftwareHouse Ldaplmpot |
& ActiveReports.Document.dil LN Server.exe.config %, SoftwareHouse. NextGen.Cal|
4 ActiveReports HimlExport.dil NewbktSol RoleAssig Server.Instalts 4] SoftwaseHouse Nextten.Call
) ActiveReports PdfExport dil 4} SoftwareHouse. CrossFire Comman. Actions.dil ) SoftwareHouse NextGen ol
4 BctiveRepons RTExport. ol ] SoftwareHouse CrossFre Comman, ClientintesfaceLayer.dil

%, ActiveReparts. TetExport.dll | SoftwareHowse. CrossFire. Comman, Cone.dil

% ActiveReparte. TifEspart.dil % SoftwareHowse. Croztfre.Camman. DataServicelayer.dil

[, ActiveReports KlsExport.dll & SeftwareHouse CrosiFire Comman. EventServer.dil

[ ActiveRepartst.dil [ SoftwareHouse. Crosifire Comman Extensions.dil

%) ACVS Enterprice. Common.Audit.dil 4, SoftwareHouse, CrocFire.Common.Inter sces ol

% ACVS.Enterpeive, Common EventhManagement.dil % ScftwareHouse. CrossFire Comman. LogMessageFormats. dil

% ACVS.Enterprise.Cammonaurnsl.dil % SoftwareHouwse. CressFire.Comman. Mise.dil

& ACVS Enterprise Common.Services.dil & SoftwareHouse CrossFire. Comman. ObjectDefinitions.dil

) CCUREIDBadgeData di () SoftwareHouse.Crossfre Commen. Objects.dil

4 COUREIDCommons.dil 4 SoftwareHouse. CrossFire. Comman. PerformanceCounterdil

[ NewbktSolutions. Framework Data dil 5, SoftwareHouse. Crosifire Commaon ReponSenicel syer.dil

= R g e % SoftwareHouse, CrosiFire. Comman Shared.dil

< [ »
| 4Titems = = |

Figure 22

Right click on “NewMktSolutions.RoleAssignment.Configuration.exe.config” (Figure 23) and open
with “Notepad” (Figure 24) to display the window shown in Figure 25.

I Role Assignment Server

Home Share View

D & cut l | } x L I New item ~ Q 1 open - [ setect all

[ capy path ¢ o < |Easy access * = [ Edit 5| Select none

Copy Paste ElF‘astE st h:[:\:e Ctzp—y Delvete Rename f:.‘[e;:r Pmpfmes B et ;@ﬁlnved caloitinn

Cipboard Jrganize Mew per Select

2 =

@ = 7 L » ThisPC » Windows (C:) » Program Files (x88) » New Market Solutions » Role Assignment Server
| Database mNekatScIutions.RoleAssignment.Conﬁguration_exe
| en-US HNeka‘tSDIutiDns.RolEAssignrnent.C_unﬁguration‘exe.mnfig
| ActiveReports.Chart.dll | NewMktSolutions.RoleAssignment.Objects.dll al s
« ActiveReports.Document.dil | NewMktSolutions.RoleAssignment.Remoting.dil als
4| ActiveReports.Htm|Export.dll mNekatSDIutinns.RoIEAssignment.Server‘Bxe @S
4, ActiveReports.PdfExport.dil |[] & MewMktSolutions.RaleAssignment Server.exe: nfig | | 4 s
| ActiveReports.RtfExport.dll NekatSqutions,RoleAssignment.SeNer.Inst:\%tate al s
«| ActiveReports.TextExport.dil | SoftwareHouse.CrossFire.Common.Actions.dll al s
& ActiveReports. TiffExport.dll = SoftwareHouse.CrossFire,Common,ClientinterfaceLayer.dll
& ArtiveRennrie XicFynart dll w1 SaftwareHnnce CrossFire Commaon Core dll

Figure 23

NMS Role Assignment 17



NMS '

UseErRGUIDE Y

NEw MARKET SOLUTIONS

i Role Assignment Server

Home Share View
& cut 1 J':E‘ x L | ) new item = _—3 N Open ~ Eselect all
1* = | = =
o o T | Easy access - = Edit i Select none

[ Copy path
Co Paste Move  Cof Delete Rename New Properties
H m Paste shorteut to* mp-y “ falder p‘ & Histary ﬁﬁ Invert select
fipboard Jrganize Mew Cpen Select
FI
@ * 1T L » ThisPC » Windows (C:) » Program Files (x86) » New Market Solutions » Role Assignment Server
| Database mNE:WMktSqutiuns.RcIeAssignment.(unﬁguratlunexe
| en-us [t - = = .Confi ion.exe.config |
. i Open —
= ActiveReports.Chart.dll - s nt.Objects.dll
(& Edit with Notepad++
ient.Remoting.dil
°8 Microsoft Visual Studio 2010 Open with | i 9
. N ~ nt.Server.exe
o Microsoft Visual Studio 2013 Send to )
71 Notepad nt.Server.exe.config
«| Notepa
" 5 bﬁ Cut nt.ServerinstallState
M’ Notepad ++ : a free (GNU) source code editor Col B
Py lon.Actions.dil
Choose default program... Create shortcut jon.ClientinterfaceLayer.dll
4 ActiveReports.XisExport.dll :J" Delete jon.Core.dll
) ActiveReportsé.dil %' Rename on.DataServiceLayer.dil
“ ACVS Enterprise.Common.Audit.dil Properties ion.EventServer.dil
& ACVS.Enterprise.Common.EventManagement.dll “ SoftwareHouse.CrossFire Common.Extensions.dil
4, ACVS,Enterprise.CommonJournal.dil ! SoftwareHouse.CrossFire.Common.Interfaces.dil
Figure 24
3 NewMktSolutions.RoleAssignment.Configur;

File Edit Format View Help

?xml version="1.8" encoding="utf-8"?>
<configuration>
<appsettings>
<add key="sQLServerInstance"” value="NMS-SURFACE@1\SQLEXPRESS"/>
</appSettings>
</configuration>

Figure 25
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Replace the highlighted text in Figure 26 with the name of your “SQL Server Instance” where you
installed the “NMS Role Assignment Database”.

3

File Edit Format View Help

NewMktSolutions.RoleAssignment.Configur

<?xml version="1.0" encoding="utf-8"?>
<configuration>
<appsettings>
<add keyz"SQLServerInstance" RSN MS - SURFACE@T \SQLEXPRESS s
</appSettings>
</configuration>

Figure 26

Exit “Notepad” and select “Save” (Figure 27).

Do you want to save changes to C:\Program
Files (x86)\New Market Solutions\Role
Assignment

-\NewMktSolutions.RoleAssignment.Configur...

|| Don'tSave || Cancel |

Figure 27

NMS Role Assignment 19
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Right click on “NewMktSolutions.RoleAssignment.Configuration.exe.config” (Figure 28) and open
with “Notepad” (Figure 29) to display the window shown in Figure 30.

I Role Assignment Server

Home Share Wigw
o cut l | }" x L ) new item = } L open ~ BH setect al
= | = P
[ copy path ¢ . > < |Easy access * = Edit {7l Select none

Move

Copy Paste
m Paste shortcut to~

Copy  Delete Rename
o~ -

Mew Properties

folder - ;@ﬁ Invert selection

& Histary

2
2
:

:

i

© ll

» ThisPC » Windows (C:) » Program Files (xB6) » New Market Solutions » Role Assignment Server

| Database mNekatSoIutions.RoIeAssignment.Conﬁgurationex& & s
). en-Us Ig,"{NE\o'.rlv!ictSc:Iu'cirJns.Rc:Ie)i\tssignmem.C_c:nfiguratiomexe.c:mfig 5
| ActiveReports.Chart.dll 4 NewMktSolutions.RoleAssignment.Objects.dll al s
“ ActiveReports.Document.dil . NewMktSolutions.RoleAssignment.Remoting.dil A s
4 ActiveReports.HtmlExport.dll mNekatScIutions.RoleAssignment.Server.exe &S
%, ActiveReports.PdfExport.dil HE M NewMktSolutions.RoleAssignment.Server.exe.config |

| ActiveReports.Rtfexport.dil NekatSoIutions.RoIeAssignment.Sewer.Inst:\%E al s
@ ActiveReports.TextExport.dil | SoftwareHouse.CrossFire.Common.Actions.dll als
4 ActiveReports.TiffExportdll = SoftwareHouse CrossFire Common,Clientinterfacelayer.dll &S
4 ArtivaRennrs XieFynnrt dll ul SaftwareHnnes CrnecFire Commaon Core dll il <

Figure 28

© - 1

b ThisPC » Windows (C;) » Program Files (xB6) » MNew Market Solutions » Role Assignmen

| Database mNewMk:tScIutions.RoleAssignment.Conﬁguration.exe
| en-US H NewMktSolutions.RoleAssignment.Configuration.exe.c
4| ActiveReports.Chart.dll 4 NewMiktSolutions.RoleAssignment.Objects.dll

@ ActiveReports.Document.dil “| NewMktSolutions.RoleAssignment.Remoting.dll

@ ActiveReports.HtmlExport.dil mNewMictScIutions.RoleAssignment.Server.exe

% ActiveReports.PdfExport.dil |V i NewMKkiSalutinns RleAssinnment Server eva config |
%) ActiveReports.RtfExport.dll NewMkiS( Open IState
R P— & i [l Edit with Notepad++ |

& Active Microsoft Visual Studio 2010 Open with b colaye
4 ActiveRl ™S Microsoft Visual Studio 2013 Send to b

%) Activel “J Notepad [ Cut Layerd
4 ACVSE i  Motepad++: a free (GNU) source code etitor Copy dil

@ ACVS.E Choose default program... Create shateit 1]

4, ACVS.Enterprise.CommanJournal.dil © SoftwareH -g Delete |

| ACVS.Enterprise.Common.Services.dll 4 Softwareh -',' Rename Forma
@/ CCUREIDBadgeDatadll %) SoftwareH Properties

% CCUREIDCommans.dll 4 Software itions.d

%, NewMkiSolutions.Framework.Data.dll w SoftwareHouse.CrossFire.Commaon.Objects.dll

Figure 29
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i 3 NewMktSolutions.RoleAssignment.Server.exe.config - Notepad - O .

File Edit Format View Help

| <?xml version="1.8" encoding="utf-8" ?>
<configuration>
<appSettings>
<add key="sQLserverInstance" value="fMS-SURFACE@1\SQLEXPRESS"/>
</appSettings>
<system.serviceModel>
<bindings>
<netTcpBinding>
<binding name="ServiceBinding" maxReceivedMessageSize="2147483647" receiveTimeout="24.0:008:00" sendTimeout="0.0:20:00">
<readerQuotas maxArraylength="2147483647" maxBytesPerRead="2147483647" maxDepth="2147483647" maxNameTableCharCount="2147483647"
maxStringContentLength="2147483647"></readerQuotas>
<reliablesession enabled="false" ordered="true"></reliableSessiony»
</binding>
<binding name="StreamBinding" maxReceivedMessageSize="2147483647" receiveTimeout="24.9:00:0@" sendTimeout="24.0:00:00"
transferMode="Streamed">
<readerQuotas maxArraylLength="2147483647" maxBytesPerRead="2147483647" maxDepth="2147483647" maxNameTableCharCount="2147483647"
maxStringContentLength="2147483647"></readerQuotas>
<reliableSession enabled="false" ordered="true" inactivityTimeout="@.0:02:80"></reliableSession>
</binding>
</netTcpBinding>
</bindings>
<client>
<endpoint name="ClientSession" address="net.tcp://NMS-SURFACE®1:8999/CrossFire/IClientSession” binding="netTcpBinding"
bindingConfiguration="ServiceBinding" contract="SoftwareHouse.CrossFire.Common.ClientInterfacelLayer.IClientSession"></endpoint>
<endpoint name="ClientStream” address="net.tcp://NMS-SURFACE@1:8997/CrossFire/IClientStream” binding="netTcpBinding"
bindingConfiguration="StreamBinding” contract="SoftwareHouse.CrossFire.Common.ClientInterfacelayer.IClientStream”></endpoint>
</client>
</system.serviceModel>
</configuration>

Figure 30

Replace the highlighted text in Figure 31 with the name of your “SQL Server Instance” where you
installed the “NMS Role Assignment Database”.

rile CUiL rodifdL vicw  ncip

<?xml version="1.8" encoding="utf-8" ?>
<configuration>
<appSettings>
<add key="SQLServerInstance” value:"'h
</appSettings>
<system.serviceModel>
<bindings>
<netTcpBinding>
<binding name="ServiceBinding" maxReceivedMessageSize="2147483647" recs
<readerQuotas maxArraylLength="2147483647" maxBytesPerRead="214748364;
maxStringContentLength="2147483647"></readerQuotas>
<reliableSession enabled="false" ordered="true"></reliableSession>

Figure 31
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Replace the highlighted text in Figure 32 with the name of your “CeCURE Server”.

</bindings>
<client>

<endpoint name="clientsession" address="net.tcp://[lEr Il ad= 0t 8009/CrossFire/Iclientsession” binding="netTcpBinding"
bindingConfiguration="ServiceBinding” contract="SoftwareHouse.CrossFire.Common.ClientInterfacelLayer.IClientSession"»</endpoint>
<endpoint name="ClientStream" address="net.tcp://NMS-SURFACE®1:8997/CrossFire/IClientStream” binding="netTcpBinding"

bindingConfiguration="StreamBinding” contract="SoftwareHouse.CrossFire.Common.ClientInterfacelayer.IClientStream"></endpoint>
</client>

</system.serviceModel >
</configuration>

Figure 32

Replace the highlighted text in Figure 33 with the name of your “CeCURE Server”.

</bindings>
<client>»
<endpoint name="ClientSession" address="net.tcp://NMS-SURFACE®1:8999/CrossFire/IClientSession” binding="netTcpBinding”
bindingConfiguration="ServiceBinding” contract="SoftwareHouse.CrossFire.Common.ClientInterfaceLayer.IClientSession">»</endpoint>

<endpoint name="ClientStream" address="net.tcp://[Lssize=: ] 8907 /CrossFire/IClientStream™ binding="netTcpBinding"

bindingConfiguration="streamBinding" contract="SoftwareHouse.CrossFire.Common.ClientInterfacelayer.IClientStream"></endpoint>
</client>

</system.serviceModel>
</configuration>

Figure 33

Exit “Notepad” and select “Save” (Figure 34).

Do you want to save changes to C:\Program
Files (x86)\New Market Solutions\Role
Assignment

~\NewMktSolutions.RoleAssignment.Server.ex..

uwe || Don't Save H Cancel

Figure 34
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Open “Windows Services” and navigate to “NMS Role Assignment Service” (Figure 35).

e Services - d

File Action View Help
e EEc: Em »mun

£ Services (Locall Name Description  Status Startup Type  Log On As A
©, NetTcp Port Sharing Service Provides ab... Disabled Local Servi...
“ Netlogon Maintains a ... Manual Local Syst..
-, Network Access Protection Agent The Netwar... Manual Network S...
 Network Connected Devices Auto-Setup Network Co.. Running Manual (Trig... Local Servi...
“ Network Connection Braoker Brokers con.. Running Manual (Trig.. Local Syst..
., Network Connections Manages o... Manual Local Syst..,
% Network Connectivity Assistant Provides Dir... Manual (Trig.. Local Syst..
= Network List Service identifies th.. Running Manual Local Servi...
. Network Location Awareness Collects an.. Rurning Automatic Network S...
= Network Store Interface Service This service .. Running Automatic Local Servi...
#INMS Role Assignment Servigg Service to a. Manual Loeal Syst..
. Office 64 Source Engine Saves install... Manual Local Syst..,
. Offline Files The Offline .. Running Automatic (T.. Local Syst..
~; Optimize drives Helps the c... Manual Local Syst...
., Peer Name Resolution Protacol Enables ser.. Running Manual Local Servi...
= Peer Networking Grouping Enables mul.. Running Manual Local Servi...
= Peer Networking ldentity Manager Provides id.. Rurning Manual Local Servi...
%, Performance Counter DLL Host Enables re.,, Manual Local Servi...
. Performance Logs & Alerts Performanc... Manual Local Servi... v

< > '\ Extended ), Standard

Figure 35

Right click on “NMS Role Assignment Service” and select “Properties” as shown in Figure 36.

24 Network List Service Identifies

% Network Location Awareness Collects a

7, Netwark Store Interface Service This servic

¥ NIVIS Role Assignment Send P Service 1o

1. Office 64 Source Engine 5 Saves inst

2 Offline Files R The Offlin

R : Pause

% Optimize drives Helps the
y ; Resume

., Peer Name Resolution Protc Enables se
: z . Restart

= Peer Networking Grouping Enables

= Peer Networking Identity Mq All Tasks Provides i

2 Performance Counter DLL H Refresh Enables re

’,f Performance Logs & Alerts Properties Perfarmar

> |\ Extended ), Standard | Help ]

iperties dialog box for the current selection.

Figure 36
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Select the “Log On” tab, then select “OK” (Figure 37).

NMS Role Assignment Service Properties (Local Computer)n

General i_Log n_iRecover_y_f Dependencies |

Service name: NMS Role Assignment Senvice|

Display name: NMS Role Assignment Service

Description: ESENECE to assign C+CURE 3000 Privileges and
lllﬂ\ppltcahon Layouts to Operators

Path to executable:
"C:\Program Files (x86)\New Market Solutons\Role Assignment ServeriNewlkis

Startup type Eil\«"lanual V

Service status Stopped
| Start | Stop Pause Resume

“ou can specify the start parameters that apply when you start the service from
here.

Start parameters:

0K : Cancel | Apply

Figure 37

Enter an account that has the rights to run the “NMS Role Assignment Service,” then enter
“Password”, “Confirm password” and select “OK(“ Figure 38).

NMS Role Assignment Service Properties (Local Computer)n

| General | Log On | Recavery | Dependencies|

Logonas:

(") Local System account

|| Allow service to interact with desktop

(®iThis accounti | \Billy |
Password: I T T LY |
Confirm password: |ssssssssssssses |

| ox C!%‘ Cancel | Apply

Figure 38
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Right click on the “NMS Role Assignment Service” and select “Start” (Figure 39).

<, Network Location Awareness Collects an.. Running Automatic Network S..,
= Netwaork Store Interface Service This service .. Running Automatic Local Servi...
81 NIVIS Role Assignment Service Service to ... Manual ABilly
: Office 64 Source Engine ST“{F Saves install... Manual Local Syst...
2: Offline Files stop The Offline .. Running Automatic (T.. Local Syst.,
2 Optimize drives Pause Helps the c... Manual Local Syst.,
<%, Peer Name Resolution Protocal Resume Enables ser.. Running Manual Local Servi...
% Peer Networking Grouping Restart Enables mul... Running Manual Local Servi...
 Peer Networking Identity Manag All Tasks » Provides id.. Running Manual Local Servi...
2, Performance Counter DLL Host Réfrash Enables re.., Manual Local Servi...
< Performance Logs & Alerts = Performanc.., Manual Local Servi...
o i Properties B == = s s ae
Extended }, Standard /
Help
s Role Assignment Service on Local Colfyawer

Figure 39

Verify status of “NMS Role Assignment Service” changes to “Running” (Figure 40).

4 NETWOrK LOCaTIon Awareness LOIECTs an..  KUAning  AUIOMatc INETWOTK ...

2 Network Store Interface Service This service .. Running Automatic Local Servi...

I NIMS Role Assignment Service Service toa.. Running Manual ABilly

. Office 64 Source Engine Saves install... Manual Local Syst..

22 Offline Files The Offline .. Running Automatic (T.. Local Syst.,

. Optimize drives Helps the €. Manual Local Syst.,
Figure 40
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Go to CeCURE “Monitoring Client” to verify the “NMS Role Assignment Service” has started and is
logged onto CeCURE. Click the “Operator” tab as shown in Figure 41.

m

3

ETL?; ;ﬁ@” B i m 9
o |Eiﬂte -Time |F'~Eme

o Figure 41

Select “Online Operators” (Figure 42).

Log Message... quire no action; Per

Orp'ne Operators..

Figure 42
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If the “NMS Role Assignment Service” has started, it will appear in the “Online Operators” window.
(Figure 43). Exit the CeCURE “Monitoring Station Client.”

Online Operators [ x |

Operator Name Application achi :
& Billy : MonitoringStation NMS-SURFA...
l &Bilty MMS Role Assignme..  NMS-SURFA..
Figure 43

5. Creating and Removing a Role
A Role is a combination of privileges and application layouts authorized for one or more operators.

To create a Role, navigate to the “Role Assignment Server” on the CeCURE Server. Double click on
“NewMktSolutions.RoleAssignment.Configuration.exe” (Figure 44) to display the “Role” window
shown in Figure 45.

@ = T L » ThisPC » Windows (C:) » Program Files (x86) » New Market Solutions » Role Assignment Server
| Client o NewMktSolutions.RoleAssignment.Remoting.dll
| Database uNewMlctSoIu‘tions‘RoleAssignment.Sewer.exe
I en-US M’NekatSDIutions.RoIeAssignmentSewer.exe.(mnﬁg
a| ActiveReports.Chart.dll NewMktSolutions.RoleAssignment.Server.InstalState
5| ActiveReports.Document.dll 4| SoftwareHouse CrossFire.Common.Actions.dll
4, ActiveReports.HtmiExport.dil % SoftwareHouse.CrossFire.Common.ClientinterfaceLayer.dil
% ActiveReports.PdfExportdil . SoftwareHouse.CrossFire.Common.Core.dil
4| ActiveReports.RtfExport.dil “ SoftwareHouse CrossFire.Common.DataServiceLayer.dil
4| ActiveReports.TextExport.dil =/ SoftwareHouse. CrossFire.Common.EventServer.dll
<, ActiveReports. TiffExportdil . SoftwareHouse.CrossFire.Common.Extensions.dll
4| ActiveReports XisExport.dil 4 SoftwareHouse CrossFire.Common.Interfaces.dil
@l ActiveReportse.dil =/ SoftwareHouse.CrossFire.Common.LogMessageFormats.dll
) ACVS.Enterprise, Common.Auditdll =/ SoftwareHouse CrossFire.Common.Misc.dll
4, ACVS.Enterprise.Commoaon.EventManagementdil 4 SoftwareHouse.CrossFire.Common.ObjectDefinitions.dil
% ACVS.Enterprise.CommonJournal.dil % SoftwareHouse.CrossFire.Common.Objects.dll

| ACVS.Enterprise.Common.Services.dll SoftwareHouse.CrossFire.Common.PerformanceCounters.dil

P
[

&) CCUREIDBadgeDatadll = SoftwareHouse.CrossFire.Common.ReportServiceLayer.dll

%, CCUREIDCommans.dil 4, SoftwareHouse.CrossFire.Common.Shared dll

% NewMktSolutions.Framework.Data.dll “ SoftwareHouse.CrossFire.Common.VideoObjectDefinitions.dll
‘IEmNewMktSoIutions.RoIeAssignmqvg.(:onﬁguration.exe 4| SoftwareHouse.CrossFire.Common VideoObjects.dll

MNewMktSoIu‘tions.RoleAssignment.Ccﬁﬁguration.exe‘conﬁg %/ SoftwareHouse CrossFire.Common.Workflow.dll

“, NewMktSolutions.RoleAssignment.Objects.dll 4 SoftwareHouse LdapimportApi.dll

Figure 44
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New Market Solutions - Role Assignment Configuration - =
|
Role | vl
Application Server | |

Description

da Piivilege |[= Application Layout | 4 Operator
‘U Add &) Remove

Name

Figure 45

Click on the “Role” tab and select “Add” (Figure 46) to display the window shown in Figure 47. Note:
To delete a Role, select “Remove.” From the dropdown list, select the Role to be deleted, then
select “OK".

New Market Solutions - Rale Assignment Configuration - B -

Application Server | |
Description

Figure 46
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Enter the “Role” name and a “Description” if desired. Select the CeCURE “Application Server” that
this Role applies to, then select “OK”.

Role Assignment

Role: My FlistRole

Description:  [This is my first Role.

Application Server. | NMS-SURFACE(T

v|l Em{' || cancel

Figure 47

To assign privileges to the Role, select the “Privilege” tab, then select “Add” (Figure 48) to display a

list of “Available Privileges” (Figure 49). Any privileges configured on the “CeCURE Server” will show
up on the list.

¥ Role

New Market Solutions - Rale Assignment Configuration - b -

Application Server | \
Description
This is my first Role.

‘ Ja Privilege |E'f“‘,,'I licatio La]FEHﬂI & Operats
w]u Remove

A

Figure 48
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Click on the desired privileges, then select “OK” (Figure 49).
& Available Privileges - 08
PrivilegeName

Access to common objects [Defaull]

Full privilege for partition: Default [Default]

Full privilege for partition: Partition 1 [Parﬁ‘rian 1]
SYSTEMALL [Defaul]

I

Figure 49

To assign application layouts to the Role, select the “Application Layout” tab, then select “Add”
(Figure 50) to display a list of “Available Application Layouts” (Figure 51). Any application layouts
configured on the “CeCURE Server” will show up on the list.

s New Market Solutions - Rale Assignment Configuration - O -
U Role

Role |My Flrst Role w ‘

Application Server | NMS-SURFACEDT |
Description
This is my first Role

rivilege | [C Application Layout & Operator
d |J Remave

Figure 50
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Click on the desired application layouts, then select “OK” (Figure 51).

iz} Available Application Layouts - B8

LayoutName
Default Applicationl ayout [Default]
Default View 1 [Defaull]
Default View 2 [Default]

Blual cknowle

ment layout [Defaull]

Figure 51

To assigh operators to the Role, select the “Operator” tab, then select “Add” (Figure 52) to display a
list of “Available Operators” (Figure 53). Any operator configured on the “CeCURE Server” will show
up on the list.

s New Market Solutions - Role Assignment Configuration - B —
U Role

Role | My Flrst Role w |

Applicaion Server  |NMS-SURFACEDT |
Description
This is.myﬂlsfﬁﬂh.

Figure 52

NMS Role Assignment 31



NMS '

NEwW MARKET SOLUTIONS USER GU'DE .

Click on the desired operators, then select “OK” (Figure 53).

-3 Available Operators - olEl

OperatorMame

(S 015 SURFACEDT Billy [Dataul]
NMS-SURFACEDT\REPLICATION [Partition 1]
NT AUTHORITY\SYSTEM [Defaul]
SYSADMIN [Defaul]

Figure 53

Repeat the above steps for as many Roles as you need to create.

6. Installing the Role Assignment Service on a CeCURE Client
Workstation
Log on to the Client Workstation with the following rights:

e Ability to download and install application.
e Read/Write access to “\Program Files (x86)\ Tyco\CCURE Client Directory.

Start “Internet Explorer” and navigate to the website of the “CeCURE Server” where the “NMS Role
Application Server” is installed. Open your web browser to display the “NMS Role Assignment
Client” window shown in Figure 54, then select “Install.”

o B g R bt e

Figure 54
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When the window in Figure 55 is displayed, select “Run”.

Do you want to run or save setup.exe (416 KB) from nms-surface01?

o This type of file could harm your computer. |]}Run H Save "H Cancel

Figure 55

When the window in Figure 56 is displayed, select “Install”.

! Application Install - Security Warning n |

Publisher cannot be verified.
Are you sure you want to install this application?

Name:
NMS Role Assignment Client

From (Hover over the string below to see the full domain):
nms-surface01

Publisher:
Unknown Publisher

I Install hg‘ Don't Install

While applications from the Internet can be useful, they can potentially harm your
computer. If you do not trust the source, do not install this software. More Information...

T

Figure 56

After the installation is complete, the “Role Assignment” dialog box will be displayed (Figure 57).
Close the web browser.

*®

NMS-SURFACEOT\BIlly

Figure 57
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7. Selecting a Role When Logging onto a CeCURE Client
Workstation

After logging onto a “CeCURE Client Workstation” with your Windows password, double click on the
“NMS Role Assignment Client” icon (Figure 58) on the desktop to display the “Role Assignment”
dialog box (Figure 59).

]

Recycle Bin

Figure 58

In the “Available Roles” dropdown box, select one of the roles that has been assigned to you.

X

New Market Solutions, LLCe

Figure 59
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Select “Apply Role” (Figure 60).

My First Rale i

Launch C«CURE Monntoring Client
Launch C-CURE Administration Client

New Market Solutions, LLC

g Role,
Apply s

Figure 60

When the dialog box in Figure 61 is displayed, select “OK” to display the dialog box in Figure 62.

Figure 61
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Select “Launch CeCURE Monitoring Client” or “Launch CeCURE Administration Client”, as
appropriate.

My Flrst Role

Launch C+CURE Moni'tq g Client

Launch C+CURE Administration Client

MNew Market Solutions, LLE

Figure 62
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