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Chapter 1: Overview  
 

New Market Solutions has developed a powerful integration between the proxSafe Key Management System and 
the C·CURE 9000 access control system to create an excellent way to strategically implement the most cost-
effective security solution across an enterprise or small business.  

With this integration, security administrators can easily assign access to assets such as weapons cabinets, vehicle 
keys, lockers or specific rooms, based on C·CURE clearance assignments, and then closely monitor the 
whereabouts of those keys or assets through C·CURE. All proxSafe events are reported in the C·CURE journal like 
any other hardware, giving operators a one-stop place to review important information related to lost or missing 
keys, in order to quickly mitigate any security concerns. 

As the ‘connector’ between the proxSafe software, Commander 4, and the C·CURE 9000 CrossFire service, the 
NMS Integration creates a single Physical Access Control System beyond door access and video: adding keys and 
assets to the single PACs installation. This guide explains the proper installation, set-up and operating procedures 
to integrate the proxSafe solution with C·CURE 9000 versions 2.70 or higher. 

Key Features 

• Manage physical key access to rooms, labs, radios, weapons, vehicles, lockers, and other assets  

• All ‘Takes’ and ‘Returns’ managed in the C·CURE 9000 user interface 

• Real time information on who currently has possession of each keyTag  

• Minimizes the number of misplaced or lost keys and assets  

• Reduces cost of deploying electronic access control on every door  

• All activity logged in C·CURE journal 

• Full journal and audit functionality for each asset 

 
Known Limitations and Special Criteria 
 
The following is a list of known limitations and special criteria for this integration. 

• Holiday Exception schedules are not supported 

• The default Door Group “All Door Groups” is not supported for any proxSafe asset  

• All proxSafe assets schedules are populated into Commander with the schedule “Always” 

• All named objects have a character limit in proxSafe. When these names exceed these limits, the 
Object ID of the object will precede its name in proxSafe until all characters have been utilized 

• Any user record can only have one credential assigned to proxSafe 

Note: this User Guide describes the Installation and Configuration of the NMS integration only. For features 
and functionality specific to C·CURE 9000 or proxSafe, please review the documentation for these solutions 
from the respective manufacturers.  
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Chapter 2: Installation 
 

 

 

Requirements 
 

• C·CURE 9000 v2.70, or higher (installed and licensed for use prior to installing the integration) 

• The log in information for the Windows Account that is running the C·CURE 9000 CrossFire service 

• Administrator access to the SQL Server instance used by C·CURE 9000 

• A C·CURE 9000 license with the “NMS proxSafe Integration” license option from Software House 

• An NMS License for use with proxSafe. Please contact support@newmktsolutions.com for assistance. 

• Login credentials with Administrator access to the SQL Server instance used by proxSafe 

• ODBC access to communicate with both SQL Servers 

 
The following installation process assumes you have already successfully installed and licensed both C·CURE 9000 
and the Commander software. It is recommended to ALWAYS make a backup of any SQL databases prior 
performing any installation. 

 
Note: Each installation scenario assumes that C·CURE 9000 is installed on the “C” drive. If C·CURE 9000 is installed 
on any drive other than the “C” drive, refer to the section titled “Installing the proxSafe Integration on a Custom 
Drive”. 
 
  

mailto:support@newmktsolutions.com
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Installing on a C·CURE 9000 Standalone Server or Satellite Application Server (SAS) 
 
The integrator must obtain the link to the NMSProxsafe_xx.xx_Build_x.x.xxxx.xx.msi file from New Market 
Solutions. 

 
1. Right-click or double-click on the.msi file and select Install. The NMS proxSafe Integration Setup Wizard will 

start as shown below 

2. Read and Accept the terms of the End-User License Agreement by checking the checkbox 

3. Click Next 

 
  

mailto:support@newmktsolutions.com
mailto:support@newmktsolutions.com
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4. Click Next 

Note: If C·CURE 9000 is installed on any drive other than the “C” drive, refer to the section titled “Installing the proxSafe 

Integration on a Custom Drive 

 
 
5. Click Typical 
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6. Click Yes if presented with a User Account Control question as shown below 

 
 
7. Click Finish 
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Configure Service Properties 
 

1. Open Windows Services and locate the CrossFire Framework Service. Take note of the “Log on As” account 

(in the below screen shown as “NMSAdministrator”). 

 
 
2. Locate the “NMS deister proxSafe Server Component” service 

 
 

3. Right-click the service and select Properties 
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4. Click the This account radio button in the Log On tab in the Properties dialog box 

 
  

5. Enter the Account credentials noted in step 1  

6. Click OK 
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Installing on a C·CURE 9000 Master Application Server (MAS) 
 

The integrator must obtain the link to the NMSProxsafe_xx.xx_Build_x.x.xxxx.xx.msi file from New Market 
Solutions. 
 
1. Right-click or double-click on the.msi file and select Install. The NMS proxSafe Integration Setup Wizard will 

start as shown below 

2. Read and Accept the terms of the End-User License Agreement by checking the box next to Licenses terms 

and conditions 

3. Click Next 

 
  

mailto:support@newmktsolutions.com
mailto:support@newmktsolutions.com
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4. Click Next 

Note: If C·CURE 9000 is installed on any drive other than the “C” drive, refer to the section titled “Installing the proxSafe 

Integration on a Custom Drive 

 

 
 

5. Click Custom 
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6. Uncheck Server Component. 

7. Click Modify 

 
 

 
8. Click Yes if presented with a User Account Control question as shown below 
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9. Click Finish 
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Installing on a C·CURE 9000 Client Workstation 
The integrator must obtain the link to the NMSProxsafe_xx.xx_Build_x.x.xxxx.xx.msi file from New Market 
Solutions. 
 
1. Right-click or double-click on the.msi file and select Install. The NMS proxSafe Integration Setup Wizard will 

start as shown below 

2. Read and Accept the terms of the End-User License Agreement by checking the box next to Licenses terms 

and conditions 

3. Click Next 

 
  

mailto:support@newmktsolutions.com
mailto:support@newmktsolutions.com
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4. Click Next 

Note: If C·CURE 9000 is installed on any drive other than the “C” drive, refer to the section titled “Installing the proxSafe 

Integration on a Custom Drive 

 

 
 

5. Click Custom 
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6. Uncheck Server Component and Utility 

7. Click Modify 

 
 

 
8. Click Yes if presented with a User Account Control question as shown below 
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9. Click Finish 
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Uninstalling the NMS proxSafe Integration 
 
1. Select the “NMS proxSafe Integration” in Programs and Features within your Control Panel  

2. Click Uninstall 

 
 

3. Click Yes when presented with the confirmation question as shown below 

 
 

4. Click Yes if presented with a User Account Control question as shown below 
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The following dialog will automatically close when the process is complete. 
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Installing the proxSafe Integration on a Custom Drive 

 
If C·CURE 9000 is not installed on the “C” drive, follow these steps to install the integration in the correct drive. 

 
1. Right-click or double-click on the.msi file and select Install. The NMS proxSafe Integration Setup Wizard will 

start as shown below. 

2. Read and Accept the terms of the End-User License Agreement by checking the box next to Licenses terms and 

conditions 

3. Click Next   
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4. In the Folder textbox, navigate to your Tyco folder (in the below example, the Tyco folder is located in 

D:\Program Files (x86)\) 

 
 

5. Click Next 
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6. Select the applicable features to install (Typical or Custom) and proceed with the installation (refer to the 

appropriate installation scenario listed previously in the User Guide. For example, if you have a MAS, refer to 

the section Installing on a Master Application Server, etc. If your installation scenario proceeded with a 

“Typical” install, no other action is required on this screen, proceed next step) 

  

7. Click Typical 
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8. Click Yes if presented with a User Account Control question as shown below 

 
 
9. Click Finish 
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Run Utility Program 
 
The Utility Program will create the required objects for the integration to function, including but not limited to, 
proxSafe User-defined Fields, and the proxSafe Personnel View. 
 

Running the Utility on a C·CURE 9000 Standalone Server or Satellite Application Server (SAS) 

 

1. In Windows File Explorer, go to Tyco\NMS Utilities\proxSafe 

2. Double-click Utilities.exe 

 

 
 

3. Click Yes if presented with a User Account Control question as shown below 

 
 

4. Click Configure proxSafe Integration 
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5. Click Yes when prompted with the following message (running this utility will stop, then restart C·CURE 9000)  

 
 

6. Close this window (x) 
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7. Double-click on the Licensing app to run the C·CURE 9000 License Manager  

8. Select the C·CURE 9000 tab  
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9. Locate the “NMS proxSafe Integration” license option. If the “NMS proxSafe Integration” license option is not 

present, consult your Software House sales representative.  
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Running the Utility on a C·CURE 9000 Master Application Server (MAS) 

 

1. In Windows File Explorer, go to Tyco\NMS Utilities\proxSafe 

2. Double-click Utilities.exe 

 

 
 

3. Click Yes if presented with a User Account Control question as shown below 

 
 

4. Click Configure proxSafe integration 
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5. Close this window  
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Chapter 3: Configuration  
 
 
 

proxSafe Objects 
 

From the hardware pane in C·CURE 9000, proxSafe objects can be accessed from the dropdown box or directly 
from the hardware tree. 
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Various functions are available for each proxSafe Object Type through Context Menus. To access the Context 
Menu for each proxSafe Object Type, right-click on any proxSafe Object for a list of available actions. Refer to 
C·CURE 9000 documentation for more information on Context Menu Executors.  
 
The context menu for Commander Connect contains:  

• Edit 

• Delete 

• Set Property 

• Find in Audit Log 

• Find in Journal 

• Set GIS Location 

• Group Synch - brings in any keyTag Groups from Commander, and verifies the integrity of those groups 

• Hardware Discovery – brings in all keyTags, lockers and radios from Commander into C·CURE 9000 (license 

count restrictions may apply) 

• Personnel Sync – verifies the integrity of personnel in C·CURE 9000 with Commander asset access and 

Commander 
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Server Configuration Application 
 
1. Open the C·CURE Server Configuration Application. In the Server Components tab, ensure the “NMS deister 

proxSafe ServerComponent” appears.  

 
 

2. In the Database tab, locate both the “NMS.deister.Common.Objects” and “NMS.deister.proxSafe.Objects” in 

the “Namespace” column 

 
  



   

35 
 

 
3. Verify the Connection String is pointed to the correct server for the C·CURE 9000 database. If the Connection 

String is incorrect, select and edit the Data Source in the Connection String to match the “Data Source” values 

of the other rows that are pointed to ACVSCore. 

 
 

Note: changes to “Connection Strings” require the “CrossFire Framework Service” to be restarted to take effect. 
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proxSafe Server 
 

The integration will automatically create the deister Hardware Folder and Commander Connect objects the first 
time the “NMS proxSafe Server Component” is started. 
 
To complete this process: 
1. Locate the “NMS deister proxSafe ServerComponent” on the Server Components tab of the Server 

Configuration Application  

2. Check the Enabled checkbox 

3. Click Start 

 
 

The status will change to “Running” 
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4. Once the “NMS deister proxSafe ServerComponent” is running, go to the C·CURE 9000 Administration 

Workstation and verify the “deister Hardware Folder” and “Commander Connect” has been created in the 

Hardware tree. 

 
 

5. Once you have confirmed the “deister Hardware Folder” and “Commander Connect” have been created, click 

Stop next to the “NMS deister proxSafe ServerComponent”. You will restart the service after “Commander 

Connect” has been properly configured. 
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Configure Commander Connect 
 

1. Right-click Commander Connect in the Hardware Tree of the C·CURE 9000 Administration Station  
2. Select Edit  
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Commander Connect is comprised of four tabs: General, proxSafe Connection, Triggers, State Images.  
The fields within each tab are described below. Enter the value for each field to configure your connection. 
 
General tab  
 
A. Name – this is the name of the Commander Connection 

B. Description – an optional description may be entered 

C. proxSafe Operator – this is the user that proxSafe actions will be attributed to when no user can be 
attributed to that action (e.g. a door forced open) 

D. Default Credential Bit Length – when a new personnel object is created in C·CURE 9000, this field sets the 
default User-defined field value for credential bit length 

E. Default CHUID – when a new personnel object is created in C·CURE 9000, this field sets the default User-
defined field value for Default CHUID 

F. Default Send Credential as HEX – when checked, the credential information is sent to Commander as HEX 

G. Personnel Last Modified Time – this shows the last time an edit was made to a personnel record. Setting this 
date back will process all changes made since this time at the next startup of the NMS deister proxSafe 
ServerComponent 

H. Use Facility Card PSN – used when Commander is utilizing a PSN multiplier for the card number  

I. PSN Multiplier – value of the PSN Multiplier 
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proxSafe Connection tab 
  
A. Commander Address – this is the server name (or IP Address) where Commander resides 

B. Commander Port – the port number Commander is using for communication with its Webservices 

C. Secure Connection – checked when Commander is using a secure web address with its Webservices 

D. Database Server Name – the server name (or IP Address) where the Commander database resides 

E. SQL Instance – name of the SQL Instance Commander is installed on (if applicable) 

F. Database Name – name of the Commander database  

G. User Name – name of the user configured with admin rights to the database 

H. Password – Password for the referenced user name 

I. Test – Tests the connection and login credentials to the Commander database 
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Triggers tab 
 
Triggers can be added to Commander Connect. 

 
Commander Connect has a Trigger option for “Communication Status”, which can be “Online” or “Offline”. If 
configured, an “Activate Event” action can be assigned to “Online” or “Offline” activity from Commander. Refer to 
C·CURE 9000 documentation for more information on Triggers and Events. 
 

 
 

State Images tab 
 
Commander Connect has a State Image for each of its available states. Refer to C·CURE 9000 documentation for 
more information on State Images. 
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Importing Commander Objects 
 

Some objects configured in Commander can be imported into C·CURE 9000. This reduces the steps necessary in 
configuring C·CURE 9000 when Commander has been previously configured prior to integration. Some initial 
configuration will be required for complete integration with an existing Commander system. 
 
The following Commander objects can be imported into C·CURE 9000: 

• Terminals will be imported as “proxSafe Terminals” 

• Cabinets will be imported as “proxSafe Cabinets” 

• keyTags will be imported as “proxSafe keyTag” 

• Lockers will be imported as “proxSafe Lockers” 

• Radios will be imported as “proxSafe Radio” 

Note: proxSafe Lockers, Radios and keyTags behave similarly in C·CURE 9000. This manual will focus on the 

keyTags that are imported, but the properties of Lockers and Radios behave the same.  

 
To import existing objects from Commander 

 
1. On the Server Components tab of the Server Configuration Application, click Start next to the “NMS deister 

proxSafe ServerComponent”. 

 
 
Once the “NMS deister proxSafe ServerComponent” is running, the “Status” will indicate “Running”. 
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Commander Connect “Communication Status” will now indicate “Online”. 

 

 
 

2. In Workstation Administration, right-click on Commander Connect and select “Hardware Discovery” 

 
 

 
The contents of Commander will now show in C·CURE 9000 
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3. Click on the green arrow to load the proxSafe keyTag dynamic view 

 
 

You will see the keyTags from Commander that were imported into C·CURE 9000.  

 

 
 

Below is a list of properties for each keyTag: 
 

• Name – the name of the keyTag 

• Description – an optional C·CURE field to provide a description 

• Keeper – lists the location of where the keyTag was last placed 

• State – lists the state of the keyTag (e.g., taken, returned, unknown)  

• Slot Number – the slot number the keyTag, Locker or Radio is located inside the cabinet 

• Update Required – a field used by the integration to notify when a change has been made 

• Terminal – the terminal the keyTag locker or radio resides in 

• Cabinet – the Cabinet the keyTag locker or radio resides in 

• Controller – this value will be “Commander Connect” 

• Device Type – identifies the device as a keyTag, Locker or Radio 

• keyTag Electronic Number – the electronic number associated with the keyTag Locker or Radio 

• keyTag Index - the keyTag Index associated with the keyTag Locker or Radio 

• keyTagID – the keyTagID associated with the keyTag Locker or Radio 

• Location Tag Path – refer to C·CURE manual 

• Panel Number – the panel number where the keyTag Locker or Radio resides in the Cabinet 

• Partition Name – the partition the keyTag Locker or Radio resides in C·CURE 9000 

• Person – lists the person who currently holds a keyTag, Locker or Radio  

• Slot Number – the slot number where the keyTag Locker or Radio resides in the cabinet 
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Remote keyTag Release  
 
 keyTags can be released from the cabinet via C·CURE client. 

1. From the Hardware Tree, right-click on a keyTag and click Release to manually release it. This action will be 

attributed to the user configured in Commander Connect. 

 

 

 
  



   

46 
 

proxSafe keyTags, Lockers and Radios 

 
The proxSafe keyTags, Lockers and Radios main screen includes: 
  

• Name – name of the keyTag, Locker or Radio. The name in Commander will match the name given to this 

asset in C·CURE 9000 

• Description – an optional description of the proxSafe asset 

There are two tabs on the main screen: 
 

• Triggers 

• State Images 
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Triggers tab  
 
The Triggers tab is where various Triggers can be added to a proxSafe asset.  
 

 
 
The values for Property State are as follows: 

• Taken – activates when a keyTag is taken 

• Returned – activates when a keyTag is returned 

• Taken by Override – activates when a terminal override yields a keyTag taken 

• Wrong Slot – activates when a keyTag is returned into the wrong slot 

• Assignment Changed – activates when a keyTag (or group) access is given or taken from a proxSafe user in 

Commander 

• Duration Exceeded – activates when a user has a keyTag in their possession for longer than the duration 

allowed in Commander 

• Time Limit Exceeded – activates when a user has a keyTag in their possession outside of the asset Time Limit 

allowed in Commander 

• User Time Limit Exceeded – activates when a user has a keyTag in their possession outside of the User Time 

Limit allowed in Commander 

• Reserved Key Tag Not in Terminal – activates when the keyTag selected is not in the terminal 

• Reserved Key Tag not Returned in Time – activates when a user has a keyTag in their possession for longer 

than the duration allowed in Commander 

• Keeper Changed – activates when the keyTag’s Keeper changes state 

 
For more information on the proxSafe asset Trigger States, please refer to the Commander documentation. 
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State Images tab 
 
proxSafe keyTags, Lockers, and Radios have a State Image for each of its available states. Refer to C·CURE 9000 
documentation for more information on State Images.  
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Groups 
 
keyTag Groups imported from Commander 
 
Any keyTag Group configured in Commander will come in as either a proxSafe keyTag Group, proxSafe Locker 
Group, proxSafe Radio Group, or as a Door Group in a scenario where there is a mixture of keyTags, Lockers, and 
or Radios.  
 

 
 
 

Managing keyTag Groups in C·CURE 9000  
proxSafe assets can be added to two types of C·CURE 9000 Groups: 
 

• Door Groups 

• proxSafe asset Door Groups  

Door Groups can contain any type of Door supported by C·CURE 9000. This allows a single Door Group to contain 
a proxSafe keytag, iSTAR Door, proxSafe Locker, apC Door, proxSafe Radio etc. 
 
Note: A proxSafe keyTag Group can only contain proxSafe keyTags, a proxSafe Locker Group can only contain 
proxSafe Lockers, and a proxSafe Radio Group can only contain proxSafe Radios. For all mixed type groups, create 
a “Door Group”. 
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Adding a proxSafe asset to a Group using the context menu 
 
1. Right-click on the proxSafe asset 

2. Select Add to group 
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A list of all Door Groups and the corresponding proxSafe Asset Groups will appear on screen. 
 

 
 

3. Select the Group to which you wish to add the proxSafe asset. A dialog box, as shown in the example below, 

will indicate that the operation has occurred. 

4. Click OK to finish 
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Adding a proxSafe Asset to a Group from within the Group 
 
1. Edit the applicable Door Group or the corresponding proxSafe asset Group to which you want to add the 

proxSafe asset 

2. Click Add to open the Object Selection dialog box  

 

 
 

3. Select all the proxSafe assets you want to add to the Group. In the example below, keyTags are selected. 

  



   

53 
 

4. Click OK to add the selected proxSafe assets to the Group 

 
 

5. Click Save and Close to complete the operation 
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Clearances 
 

proxSafe assets and groups can be added to C·CURE 9000 Clearances along with a Schedule. Note: all proxSafe 
assets will have the schedule equivalent of “Always” in Commander. 

 
1. Edit or create a Clearance to which you want to add the proxSafe asset(s) or Group(s)   

 
 

2. Click on the Doors tab 
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3. Click Add to open the Object Selection dialog box 

 
 

4. Select the applicable proxSafe assets and/or Groups you want to add to the Clearance  

5. Click OK  
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6. Select the “$Always” schedule. Note: regardless of the schedule selected, the user will always have access to 

this proxSafe asset(s) in Commander as Commander does not allow for schedules. 

 
 

7. Click Save and Close 
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User-Defined Fields 
 

During the Installation and Configuration process, several User-defined Fields were created for use with the NMS 
deister proxSafe Integration. They are used to store data required for Commander. 
 

 
 

Because these fields are created from the standard User-defined Field structure provided by C·CURE 9000, they 
can be queried, imported, and exported. The only exception is the User-defined Field “proxSafe User Control”, 
which is a User-defined Field type “Custom”. The proxSafe User Control field is explained later in this chapter. 

 
Below is a list of the proxSafe User-defined Fields: 
 

 
  



   

58 
 

Assigning credentials 
 
The Commander software only allows for one credential per personnel record. Below outlines how to choose and 
send the desired credential to Commander from C·CURE 9000. 
 
1. Select the proxSafe Credential tab 

 

 
 
The proxSafe User Control User-Defined Field is a Custom User-defined Field. It is comprised of a user control 
object that contains necessary proxSafe-specific User-defined fields needed to manage personnel being sent to 
Commander. It allows for Key Management of a proxSafe user through an assigned credential in C·CURE 9000. 

 
2. Select Assign Credential 
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3. Select a credential to be sent to Commander 

 

 

 

Once the credential has been selected, its information will populate in “Card Number”.  

 

 
 
Note: you can create your own Personnel View containing some or all of the proxSafe User-defined Fields.  In the 

Personnel View Editor, they will be listed in the “User-defined Fields” folder. While the User-defined Fields can be 

individually placed anywhere on a Personnel View, it is important to note the proxSafe User Control User-defined 

Field contains all the proxSafe User-defined Fields. 
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Assigning a clearance 
 
For a Personnel record to be considered a Commander user, a Clearance or a Group containing a proxSafe asset 
must be assigned to the record, and a credential must be assigned to proxSafe. In the following example, we have 
already assigned a credential to proxSafe. 
 

 
 

To add a Clearance to a Personnel record: 
 
1. Select the Clearances tab  

2. Click Add 
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3. Select the desired Clearance(s) from the from the Object selection dialog box 

4. Click OK 

 
 

5. Click Save and Close 
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Chapter 4: Monitoring and 
Journaling  

 
 

Commander Activity 
 

Commander System Audit messages are processed into C·CURE 9000 as Journal Messages. When these messages 
are processed, they will appear in a C·CURE 9000 Monitoring Client that has the NMS proxSafe Integration 
installed. 
 
For more information on Monitoring Activity, refer to C·CURE 9000 documentation. 
 

 
 
Commander Journal Messages can be recalled by C·CURE 9000 at any time through the Journal log and native 
C·CURE 9000 reporting.  
 
The screen below shows the Commander Journal Message Types that were added by the integration to C·CURE 
9000. For more information on Journaling and Reporting, refer to C·CURE 9000 documentation. 
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This is an example of Journal Replay with Commander transactions. 
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Chapter 5: Support  
 

 

If you need support and have a current, valid Software Support Agreement (SSA), please contact New 
Market Solutions in one of the following ways: 
 
 

 
 
 

Request Support Online 

 
 
 
 
Send Us an Email  
 
 
 
 
 
Visit our Website 
 
 
 

 

https://www.newmktsolutions.com/support
mailto:support@newmktsolutions.com
http://www.newmktsolutions.com/

